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Online Safety Statement of Intent

At Folksworth, we understand that children need to be equipped with the knowledge, skills and
understanding to live and thrive in an increasingly online world. We embrace the use of digital technology in
our school for a range of purposes and use the resources available online to enhance our teaching across
the curriculum and expand pupils’ horizons. We model openness to technology and encourage our pupils to
develop their skills in using it.

However, the safety of our pupils is paramount and we have planned our online safety and computing
schemes of work to ensure that children develop a thorough understanding of what online resources are
available to them and how to use them safely. We want our children to be confident in using appropriate
online resources for their current and future needs but also highly resilient and aware of the risks involved
and how to approach these. Children are taught to think critically about how they behave online and the
potential impact of an online presence. They are encouraged to analyse risk and make decisions to keep
themselves and others safe, and where to seek help if necessary.

Through our online safety teaching we aim to educate our pupils about the benefits and risks to being online
so that they can use it effectively in their future lives.
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Online Safety Unit Overview

YEAR A Autumn 1 Autumn 2 Spring 1 Spring 2 Summer 1 Summer 2
EYFS Magical Me Celebrations Around the World Come Outside! Amazing Animals | Journeys: Fun at the Seaside
Growing
Self image and identity Online Relationships Health, Wellbeing and Lifestyle
Online Bullying Online Reputation Managing Online Information
Privacy and Security Copyright and Ownership
Years Paddington at the | Toby and the Great The Jolly Postman The Magic The Lighthouse George’s Marvellous
182 Tower Fire of London Janet & Allan Ahlberg Faraway Tree Keepers’ Lunch Medicine
Michael Bond Margaret Nash & Enid Blyton Ronda & David Roald Dahl
Jane Cope Armitage
Self-lmage and Online Relationships Online Reputation Managing Online
Identity Information
Years Charlie and The Demon Dentist Beowulf The Saga of Erik Poems to Perform | The Time Travelling Cat and
384 Chocolate Factory David Walliams Rob Lloyd The Viking Julia Donaldson the Egyptian Goddess
Roald Dahl Jones and Victor Tavares Terry Jones Julia Jarman
Self-lmage and Online Relationships Online Reputation Managing Online
Identity Information
Years Cosmic The Nowhere Rain Player Goodnight Mr Tom Macbeth (A Shakespeare
26 Frank Cottrell Emporium David Wisniewski Michelle Magorian Story)
5 Boyce Ross MacKenzie Andrew Matthews and Tony
Ross
Self-Image and Online Relationships Online Reputation Managing Online
Identity Information
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YEAR Autumn 1 Autumn 2 Spring 1 Spring 2 Summer 1 Summer 2
B
EYFS Magical Me Celebrations Around the World | Come Outside! Amazing Animals Journeys: Fun at the
Growing Seaside
Self image and identity Online Relationships Health, Wellbeing and Lifestyle
Online Bullying Online Reputation Managing Online Information
Privacy and Security Copyright and Ownership
Years Dogger The Owl Who was The Tiger who Handa’s Surprise | The Day the Crayons The Owl and the
182 Shirley Hughes Afraid of the Dark came to tea Eileen Browne Quit Pussycat
Jill Tomlinson Judith Kerr Drew Daywalt & Edward Lear
Oliver Jeffers
Online Bullying Privacy and Copyright and Health, Wellbeing
Security Ownership and Lifestyle
Years Stig of the Dump The Firework The Iron Man Run Wild Avoid Being a The Thieves of Ostia
&4 Clive King Makers Daughter Ted Hughes Gill Lewis Roman Soldier Caroline Lawrence
3 Philip Pullman David Stewart
Online Bullying Privacy and Copyright and Health, Wellbeing
Security Ownership and Lifestyle
Years | Tudor Tales: The Thief, the The Spy Master: The Storm The Highwayman | Beasts of Olympus: Percy Jackson and
586 Fool and the Big Fat King First Blood Keeper’s Island Alfred Noyes Beastkeeper ' the L'lghtr.nng Thief
Terry Deary Jan Burchett & Sara Catherine Doyle Lucy Coats & David Rick Riordan
Vogler Roberts
Online Bullying Privacy and Copyright and Health, Wellbeing
Security Ownership and Lifestyle
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Online Safety Progression of Knowledge and Skills

We use UKCCIS Education for a Connected World as a basis for our Online Safety Curriculum and follow the recommended progression statements

within this document.

Self-Image and Identity EYFS and KS1

| can recognise, online or offline, that anyone
can say ‘no’ / ‘please stop’ / 1 tell’ / 11 ask’
to somebody who makes them feel sad,
uncomfortable, embarrassed or upset.
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https://www.gov.uk/government/publications/education-for-a-connected-world

Self-Image and Identity KS2
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| can explain what is meant by the | can explain how my online identity | can explain how identity online can | can identify and critically evaluate
term identity” can be different fo my offline identity. be copied, modified or altered. online content relafing o :
race, religion, disability, culfure and
| can explain how people con | can describe positive ways for | can demonstrate how to make other groups, and explain why it is
represent themselves in different someone to interact with others responsible choices about having an important to challenge and reject
ways online. online and understand how this online identity, depending on contfext.  inappropriote representations online.
will positively impact on how athers
| can explain ways im which someona perceive them. | can describe issues online that
might change their identity depending could make anyone feel sad, worried,
on what they are deing online | can explain that others online can uncomfortable or frightened. | know
{e.g. gaming; using an avatar; sccial pretend fo be somecne else, induding and can give examples of how to get
media) and why. my friends, and can suggest reasons help, both on and cofffine.
why they might do this.
| can explain the importance of asking
until | get the help needed.
“The wmore that you read, the more thivgs vou will kuow. The more that vou learw, the more places you'll go.” — Dr. Seuss,
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Online Relationships EYFS and KS1

I el
be used to communicate.

| can give examples of how | imight] use technology

to communicate with people | know.
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Online Relationships KS2

| can describa ways people who hawve
sirnllar likes and Inferasts can get
together online.

| cam explain what [F means lo know
spmecna’ online and why this might be
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| con describe strategles for

safe and fun experiences ina

range of online social environments
ie.g. livestreaming, gaming platforms).

| can ghve examplas of how to be

| can give examples of technology-
speciiic forms of communication
|e.q. emofis, memes and GiIFs|.

| can explain that there are some
people | communicate with onling who

I can explain how sharing something
anline ray have an impact either
positively or negatively.

| can describe how fo be kind and show
respect for others online including the

different from knowing someonsa offline. respectful to others online and describe may want 1o do me or my friends harm. imporiance of respecting boundaries
how to recognise healthy and unhealthy | can recognise that this is nat my / regarding what is shared about them

| can axplain what s meant by Trusting anline behovours. aur fault. online and how to suppart them if

someone onling’ why this is different others do not.

from Tking someone anlineg’, ard why it I can explain how content shared online | can describe some of the ways

i5 important to be caneful about who to may feal unimporiant 1o one parson people may be involred in online I can describe how things

trust online iIncleding what information but may be important 1o ofher people’s communities and describe how they shared privately online can have

and conlent they are trusted with. thoughts feelings and baliefs. might collaborale constructively with unintended consequences for others.
ofhers and make positive coniributions. e.4. screen-grabs.

| can explain why someons may |e.g. goming communities or sockal

change their mind about frusting meadia groups). I can explain that faking or sharing

anyone with something if they feel inappropriate images of someons (e.g.

nervous, uncomfortable or worred. | can explain how someone can get embarrassing Images], even If they say
help if they are having problemns and it ks ckay, may have an impact for the

| can axphain how somecne’s feelings identify whean o fell a frusted adul. sharer and others; and who can help if

can be hurl by what is sald or written someons is worrked about this.

online. | can demonstrate how to support
others (including those who are having

| can explain the imponance of giving difficulties) online.

and gaining parmission before sharing

things online; how the principles of

sharing online is the same as sharing

offline e.g. sharing images and videos.

“The wmore that you read, the more thivgs vou will kuow. The more that vou learw, the more places you'll go.” — Dr. Seuss,

bonds of family, faith and friendship.
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Online Reputation EYFS and KS1

el
the internet.
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Online Reputation KS2

| can explain how to search for | can describe how to find out | can search for information about an | can explain the ways in which

information about others online. information about others by individual online and summarise the anyone can develop a posifive
searching online. information found. online reputation.

| can give examples of what anyone

may or may not be willing to share | can explain ways that some of the | can describe ways that information | can explain strategies anyone

about themselves online. | can explain - informaficn about anyone online about anyone online can be used can use to protect their ‘digital

the need to be careful before sharing could have been created, copied or by others to make judgments about persenality’ and online reputation,

anything personal. shared by others. an individual and why these may including degrees of anonymity.

be incorrect.

| can explain who someone can
ask if they are unsure about putting
something online.
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Online Bullying EYFS and KS1

| can describe ways that some people can be
unkind online.

| can offer examples of how this can make
others feel.
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Online Bullying KS2

| can describe appropriate ways fo
behave towards other people online
and why this is important.

| can give examples of how bullying
behaviour could appear online and
how someone can get support.
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| can recognise when someone is
upset, hurt or angry online.

| can describe ways people can be
bullied through a range of media
le.g. image, video, text, chati.

I con explain why people need to
think carefully about how content they

post might affect others, their feelings
and how it may affect how athers feel
about them (their reputafion).

| can recognise online bullying can
be different to bullying in the physical
world and can describe some of
those differences.

| can describe how what one person
perceives as phayful joking and
teasing including ‘banter’) might be
experienced by others as bullying.

| can explain how anyone can get help
if they are being bullied online and
identity when o tell a trusted adult.

| can identify a range of ways to
report concerns and access support
both in school and at home about
online bullying.

| con explain how to block
abusive usars.

| can describe the helpline services

which can help pecple experiencing
bullying, and how fo access them
le-g. Childline or The Mix).

| can describe how to copure bullying

confent as evidence [e.g screen-grab,
URL, profile| fo share with others who

can help me.

| can explain how someone

would report online bullying in
different contexts.

“The wmore that you read, the more thivgs vou will kuow. The more that vou learw, the more places you'll go.” — Dr. Seuss,
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Managing Online Information EYFS and KS1

e r— [ ————
finding information online.

| can identify devices | could use fo occess
information on the internet.
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Managing Online Information KS2

| can demonsirale how 1o use key
phrasas in search engines fo gather
accurate informalion onlina.

| ean axplain what autecomplate is and
how to chioose the bes! suggestion.

| ean explain how the inernat can be
used fo sall and buy things.

| con explain the difference between a

| con analysa information o make a
judgemant about probable accuracy and |
understand why if is impartant to make my
own decisions regarding conlent and that
iy decisions are respected by others.

| can describe how to search for
information within a wide group of
techinologies and moke a judgement
about the probable accuracy leg. social
madia, image siles, video sites),

| can explain the banefits and limilafions
of using different types of search
technologies e.g. voice-activation
search angine. | can axplain how some
technokogy con limit the information |
aim presented with e.g_ voice-activated
searching giving one resull.

| can explain whot is meant by ‘being
scapfical’, | con give examples of when
and whvy it is impariant 1o ba sceplical”

bonds of family, faith and friendship.

a“‘
‘A cord of three strands is not easil en. ‘ Ecclesiastes 4:
'I- Inspiring a love of learning through the
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t easily broken. * Ecclesiastes 4:12

I can explain how saarch wiork
and how results are sslected and rankead.

I can explain how to usa search
technologies affactively.

I can describe how somea online
information con be opinion and can offer
axamples.

I can explain how and why some people

‘belief, an ‘opinion’ and a *fact. and can may presani ‘opinions’ as “lacts’;
give examples of how and where they | con describe some of the methods used | can evaluate digital content and can why the popularity of an opinion or the
might be shared online, e.q. in videos, lo encouroge paople fo buy things online explain how to moke choices about wha!  parsonalities of those promoling it does
memes, posts, news stories elc. te.g. adverlising offers; in-app purchases,  is frustworthy e g. differenfialing between  nof necessarily make it true, fair or
pop-ups) and an recognise soms of adverts and saarch results. perhaps aven legal.
| can explain that not all opinions shared these when they appear online.
may be accepted as frue or fair by others _ _ I can explain key concepls including: 1 can define the lerms ‘influence’,
le.q. monsters under the bed). | can explain why lots of people sharing infarmation, reviews, fact, opinion, belief,  “manipulation’ and ‘persuasion’ and
the same opinions or beliefs online do nol validity, raliability and evidence. explain how someone might encounter
| con deseribe and demonstrate how miake those opinions or beliefs irue. these online le.g. and ‘ad
we can get help fram a trusted adult if | can identify ways the inlernet can draw targeting” and lorgeting for fake news|.
wa see conlent Thal makes us feel sad, | can explain thal technology can be us o infarmation for differant agendas,
uncomiortable worried or frightened. designed fo acl like or impersonale living e.g websile nalifications, pop-ups, I undersiand the concept of persuasive
things (e.g. bots) and describa what the targeted ads. design and how it can be used to
benefits and the risks might be. influences peoples’ choices.
:: unporiank "'“.'Ik_:":i“g “”*ﬁ;'“:m I eon explain what is meant by fake news
mmlllmalpmaﬂmmdh o '“'5, nca and e.g. why some people will create slqriesur
are nchieved through lsaming that is her phatoguaphs afd Fut hem anfine o
matchad fo the recdiness of the learnar, | P sometiing i s When i isn'
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Health, Wellbeing and Lifestyle EYFS and KS1

smpeen.  EE—
and healthy in and beyond the home when

using technology.

. I
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Health, Wellbeing and Lifestyle KS2

e
*o A ‘A cord of three strands is not easily broken. ‘ Ecclesiastes 4:12
%, 4 Inspiring a love of learning through the
)
. &)

bonds of family, faith and friendship.

| can explain why spending too much | can explain how using technology | can describe ways technology can | can describe common systems
fime wsing technology can somefimes  con be a distracfion from other things,  affect health and well-being both that regulate age-reloted content
have a negafive impact on anyone, in both a positive and negative way. positively [e.g. mindfulness apps) |e.g. PEGI, BBFC, parental warnings)
a.g. mood, sleep, body, relationships; and negafively. and describe their purpose.
| can give some examples of both | can identify times or situations
positive and negafive activifies when someone may need fo limitthe | can describe some strafegies, fipsor | recognise and can discuss the
where it is easy to spend a lot of fime amount of time they use technology odvice to promote health and well- pressures that technology can place
engaged (e.g. doing homework, e.g. | can suggest strategies fo help being with regards to technology. on someone and how / when they
games, films, videos]. with limiting this time. could manage this.
| recognise the benefits and risks of
| can explain why some online occessing information about health | can recognise features of persuasive
activities have age resfricfions, and well-being online and how we design and how they are used o
why it is important to follow them should balance this with falking to keep users engoged (current and
and know whao | can talk to i frusted adults and professionals. future use).
others pressure me fo watch or do
something online that makes me feel | can explain how and why some | can assess and action different
uncomfortable (e.g. oge restricted apps and games may request or take  sirategies to limit the impact of
gaming or web sites). payrnent for additional content (e.g. technology on health |e.g. night-shift
in-app purchases, lootboxes) and moda, regular breaks, correct posture,
explain the importance of seeking sleep, diet and exercise|.
permission from a trusted adult befora
purchasing.
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Privacy and Security EYFS and KS1

| can identify some simple examples of my

S S v __
age, locafion).

| can describe who would be trustworthy
:hnnnlisiﬂhnnnﬁunuﬁILInu1amphi1u#q
they are trusted.
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Privacy and Security KS2

| can describe simple strategies for
creating and keeping passwords
privafe.

| can give reasons why someocne

| can describe strategies for keeping
personal information private,
depending on confext.

| can explain that internet use is

| can explain what a strong password
is and demonsirate how fo create one.

| can explain how many free apps
or services may read and share

| can desaibe effective ways people
can manage passwords (e.g. storing
them securely or saving them in the

browser).

should only share information with never fully private and is monitored, private information (e.g. friends, | can explain what fo do if a password
people they choose fo and can frust. e.g. adult supervision. confacts, likes, images, videos, voice, is shared, lost or stolen.
| can explain that if they are not sure messages, geclocation) with others.
or feel pressured then they should tell | can describe how some online | can descaribe how and why people
a trusted adult. services may seak consent fo store | con explain what app permissions should keep their software and apps
information about me; | know how fo are and can give some examples. up to date, e.g. auto updates.
| can describe how connected devices  respond appropriately and wha | can
can collect and share anyone's ask if | am not sure. | can descaibe simple ways to inrease
informafion with others. privacy on apps and services that
| know what the digital oge of provide privacy setfings.
consent is and the impact this hos on
online services asking for consent. | can descaribe ways in which some
online content targets people to gain
money or infermafion illegally; | can
describe strategies to help me identify
such confent |e.g. scams, phishing.
| know that online services have terms
and conditions that govern their use.
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Copyright and Ownership EYFS and KS1
| know that work | create belongs fo me.

to e,

mm =

Copyright and Ownership KS2
| can explain why copying someone When searching on the intemet for | can assess and justify when it is
else’s work from the internat without content to use, | can explain why | occeptable fo use the work of others.

permission isn't fair and can explain need fo consider who owns it and

what problems this might cause. whether | have the right fo reuse it. | con give exomples of content that is _
e _

| con give some simple examples this content can be found online.
of content which | must not use

without permission from the owner,

e.g. videos, music, images.
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Online Safety Key Assessment Outcomes

UKCCIS Education for a Connected World — Suggested EYFS Statements (June 2020)

*self-image and identity - This strand explores the
differences between online and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. It identifies
effective routes for reporting and support and explores the
impact of online technologies on self-image and behaviour.

*Online relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers opportunities to discuss relationships and
behaviours that may lead to harm and how positive online
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online information
to make judgements. It offers opportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology’'s capacity to create effective

positive profiles.

*0Online bullying - This strand explores bullying and
other online aggression and how technology impacts those
issues. It offers strategies for effective reporting and
intervention and considers how bullying and other
aggressive behaviour relates to legislation.

| can recognise, online or offline, that anyone can say ‘no’ |
‘please stop” f ‘Il tell’ / 11l ask’ to somebody who makes
them feel sad, uncomfortable, embarrassed or upset.

| can recognise some ways in which the internet can be
used to communicate.

| can give examples of how | {might) use technology to
Ccommunicate with people | know.

I can identify ways that | can put information on the
internet.

| can describe ways that some people can be unkind online.

| can offer examples of how this can make others feel.

Managing online information - This strand explores
hiowe online information is found, viewed and interpreted. It
offers strategies for effective searching, critical evaluation
and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technology has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by online
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how
personal online infermation can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. |t explores
strategies for protecting personal content and crediting the
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can talk about how I can use the internet to find things
out.

| can identify devices | could use to access information on
the internet.

| can identify rules that help keep us safe and healthy in
and beyond the home when using technology.

| can give some simple examples of these rules.

I can identify some simple examples of my personal
information (e.g. name, address, birthday, age, location).

I can describe who would be trustworthy to share this
information with; | can explain why they are trusted.

| kmow that work | create belongs to me.

| can name my work so that others know it belongs to me.
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UKCCIS Education for a Connected World — Suggested Year 1 Statements (June 2020)

*Self-image and identity - This strand explores the
differences between enline and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. It identifies
effective routes for reporting and support and explores the
impact of online technologies on self-image and behaviour.

*0Online relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers epportunities to discuss relationships and
behaviours that may lead te harm and how positive online
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online information
to make judgements. It offers opportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology's capacity to create effective

positive profiles.

*0Online bullying - This strand explores bullying and
other online aggression and how technology impacts those
issues. It offers strategies for effective reporting and
intervention and considers how bullying and other
aggressive behaviour relates to legislation.

| can recognise that there may be people online whe could
make me feel sad, embarrassed or upset.

If something happens that makes me feel sad, worried,
uncemfortable or frightened | can give examples of when
and how to speak to an adult | can trust.

| can give examples of when | should ask permission to do
something online and explain why this is important.

| can use the internet with adult support to communicate
with people | know (e.g. video call apps or services).

| cam explain why it is important to be considerate and kind
to people online and to respect their choices.

| can explain why things one person finds funny or sad
online may not always be seen in the same way by others.

| cam recognise that information can stay enline and could
be copied.

| cam describe what infermation | should not put online
without asking 2 trusted adult first.

| can describe how to behave online in ways that do not
upset others and can give examples.

Managing online information - This strand explores
how online information is found, viewed and interpreted.
It offers strategies for effective searching, critical
evaluation and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technelogy has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by online
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how
personal online information can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. It explores
strategies for protecting personal content and crediting the
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can give simple examples of how to find information using
digital technologies, e_g. search engines, voice activated
searching).

| know / understand that we can encounter a range of
things online including things we like and don't like as well
as things which are real or make believe [ a joke.

| know how to get help from a trusted adult if we see
content that makes us feel sad, uncomfortable worried or
frightened.

| can explain rules to keep myself safe when using
technology both in and beyond the home.

| cam explain that passwords are used to protect
information, accounts and devices.

| can recognise more detailed examples of information that
is personal to someone (e.g where someone lives and goes
to school, family names).

| can explain why it is important to always ask a trusted
adult before sharing any personal information online,
belonging to myself or others.

I can explain why work | create using technology belongs to
me.

| can say why it belongs to me (e g. ‘| designed it" or ‘1
filmed it”).

| can save my work under a suitable title / name so that
others know it belongs to me (e_g. filename, name on
content).

| understand that werk created by others dees not belong
to me even if | save a copy.
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| can explain how other people may look and act
differently online and offline.

| can give examples of issues online that might make
someone feel sad, worried, uncomfortable or frightened; |
can give examples of how they might get help.

| can use simple keywords in search engines.

| can demonstrate how to navigate a simple webpage to
get to information | need (e.g. home, forward, back
buttons; links, tabs and sections).

| can explain what voice activated searching is and how it
miight be used, and know it is not a real person (e.g. Alexa,
Google Now, Siri).

| can explain the difference between things that are
imaginary, ‘made up” or ‘make believe’ and things that are
‘true’ or ‘real’.

| can explain why seme infermation | find online may not
be real or true.

| can give examples of how someone might use technology
to communicate with others they don't also know offline
and explain why this might be risky. (e.g. email, online
gaming, a pen-pal in another school / country).

| can explain who | should ask before sharing things about
miyself or others online.

| can describe different ways to ask for, give, or deny my
permission online and can identify who can help me if | am
not sure.

| can explzain why | have a right to say ‘no” or ‘| will have to
ask someone’. | can explain who can help me if | feel under
pressure to agree to something | am unsure about or don't
want to do.

| can identify who can help me if something happens
online without my consent.

| can explzain how it may make others feel if | do not ask
their permission or ignore their answers before sharing
something about them online.

| can explain why | should always ask a trusted adult before
clicking “yes’, “agree” or ‘accept’ online.

| can explain simple guidance for using technology in
different environments and settings .g. accessing onling
technologies in public places and the home environment.

| can say how those rules [ guides can help anyone
accessing online technologies.

| can explain how information put online about me can last
for a long time.

| can describe how anyone’s online information could be
seen by others.

| know who to talk to if something has been put online
without consent or if it is incorrect.

| can explain how passwords can be used to protect
infarmaticn, accounts and devices.

| can explain and give examples of what is meant by
‘private’ and ‘keeping things private’.

| can describe and explain some rules for keeping personal
infarmation private (e_g. creating and protecting
passwords).

| can explain how some people may have devices in their
homes connected to the internet and give examples [e.g.
lights, fridges, toys, televisions).

I can explain what bullying is, how people may bully others
and how bullying can make someone feel.

I can explain why anyone who experiences bullying is not
to blame.

I can talk about how anyone experiencing bullying can get
help.

| can recognise that content on the internet may belong to
other people.

| can describe why other people’s work belongs to them.
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*Self-image and identity - This strand explores the
differences between online and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. It identifies
effective routes for reporting and support and explores the
impact of online technologies on self-image and behaviour.

*0Online relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers opportunities to discuss relationships and
behaviours that may lead to harm and how positive online
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online information
to make judgements. It offers cpportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology's capacity to create effective

positive profiles.

*0Online bullying - This strand explores bullying and
other online aggression and how technology impacts those
issues. |t offers strategies for effective reporting and
intervention and considers how bullying and other
aggressive behaviour relates to legislation.

| can explain what is meant by the term ‘identity”.

| can explain how | can represent myself in different ways
online.

| can explain ways in which someocne might change their
identity depending on what they are doing online
(e.g. gaming; using an avatar; social media) and why.

| can describe ways people who hawve similar likes and
interests can get together online.

| can explain what it means to “know somecne” online and
why this might be different from knowing someone offline.

| can explain what is meant by ‘trusting someone onling’,
why this is different from ‘liking someone enline’, and why
it is important to be careful about who to trust online
including what information and content they are trusted
with.

| can explain why someone may change their mind about
trusting anyone with semething if they feel nervous,
uncomfortable or worried.

| can explain how someone’s feelings can be hurt by what
is said or written online.

| can explain the importance of giving and gaining
permissien before sharing things online; how the principles
of sharing online is the same as sharing offline e.g. sharing
images and videos.

| can explain how to search for information about others
online.

| can give examples of what anyone may or may not be
willing to share about themselves online. | can explain the
need to be careful before sharing anything personal.

| can explain who someone can ask if they are unsure
abeout putting something online.

| can describe appropriate ways to behave towards other
people online and why this is important.

| can give examples of how bullying behaviour could
appear online and how someone can get support.

Managing online information - This strand explores
how online information is found, viewed and interpreted.

It offers strategies for effective searching, critical
evaluation and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technology has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by enline
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how
perscnal online information can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. It explores
strategies for protecting personal content and crediting the
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can demonstrate how to use key phrases in search
engines to gather accurate information online.

| can explain what autocomplete is and how to choose the
best suggestion.

| can explain how the internet can be used to sell and buy
things.

| can explain the difference between a ‘belief’, an ‘opinion’
and a ‘fact. and can give examples of how and where they
might be shared online, e_g_in videos, memes, posts, news
stories etc.

| can explain that not all opinions shared may be accepted
as true or fair by others {e_g. monsters under the bed).

| can describe and demonstrate how we can get help from
a trusted adult if we see content that makes us feel sad,
uncomfortable worried or frightened.

| can explain why spending too much time using
technology can sometimes have a negative impact on
anyone, e_g. mood, sleep, body, relationships; | can give
some examples of both positive and negative activities
where it is easy to spend a lot of time engaged (e.g. doing
homewaork, games, films, videos).

| can explain why some online activities have age
restrictions, why it is important to follow them and know
who | can talk to if others pressure me to watch or do
something online that makes me feel uncomfortable (e.g.
age restricted gaming or web sites).

| can describe simple strategies for creating and keeping
passwords private.

| can give reasons why someone should only share
information with people they choose to and can trust. | can
explain that if they are not sure or feel pressured then they
should tell a trusted adult.

| can describe how connected devices can collect and share
anyone’s information with others.

| can explain why copying someone else’s work from the
internet without permission isn‘t fair and can explain what
problems this might cause.

“The wmore that you read, the more thivgs vou will kuow. The more that vou learw, the more places you'll go.” — Dr. Seuss,
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*Self-image and identity - This strand explores the
differences between online and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. It identifies
effective routes for reporting and support and explores the
impact of online technologies on self-image and behaviour.

*0Online relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers opportunities to discuss relationships and
behaviours that may lead to harm and how positive online
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online information
to make judgements. It offers opportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology's capacity to create effective

positive profiles.

*Online bullying - This strand explores bullying and
other online aggression and how technology impacts those
issues. It offers strategies for effective reporting and
intervention and considers how bullying and other
aggressive behaviour relates to legislation.

| can explain how my online identity can be different to my
offline identity.

| can describe positive ways for someone to interact with
others online and understand how this will positively
impact on how others perceive them.

| can explain that others online can pretend to be someone
else, including my friends, and can suggest reasons why
they might do this.

| cam describe strategies for
safe and fun experiences in a range of online social
environments (2.g. livestreaming, gaming platforms).

| cam give examples of how to be respectful to others
online and describe how to recognise healthy and
unhealthy online behaviours.

| cam explain how content shared online may feel
unimportant to one person but may be important to other
people’s thoughts feelings and beliefs.

| can describe how to find out information about others by
searching online.

| can explain ways that some of the information about
anyone online could have been created, copied or shared
by others.

| can recognise when someone Is upset, hurt or angry
online.

| can describe ways people can be bullied through a range
of media (e.g. image, video, text, chat).

| can explain why people need to think carefully about how
content they post might affect others, their feelings and
how it may affect how athers feel about them (their
reputation).

Managing online information - This strand explores
how online information is found, viewed and interpreted.
It offers strategies for effective searching, critical
evaluation and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technolagy has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by online
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how
personal online information can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. It explores
strategies for protecting personal content and crediting the
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can analyse informaticn to make a judgement about
probable accuracy and | understand why it is important to
make my own decisions regarding content and that my
decisions are respected by others.

| can describe how to search for information within a wide
group of technologies and make a judgement about the
prebable accuracy (e.g. secial media, image sites, video
sites).

| can describe some of the methods used to encourage
people to buy things online (e.g. advertising offers; in-app
purchases, pop-ups) and can recognise some of these
when they appear online.

| can explain why lots of people sharing the same opinions
or beliefs online do not make those opinions or beliefs
true.

| can explain that technology can be designed to act like or
impersonate living things (e.g. bots) and describe what the
benefits and the risks might be.

| can explain what is meant by fake news e.g. why some
peaple will create stories or alter photographs and put
them online to pretend semething is true when it isn't.

| can explzin how using technology can be a distraction
from other things, in both a positive and negative way.

| can identify times or situations when someone may need
to limit the amount of time they use technology e.g. | can
suggest strategies to help with limiting this time.

| can describe strategies for keeping personal information
private, depending on context.

| can explain that internet use is never fully private and is
monitored, e g. adult supervision.

| can describe how some online services may seek consent
to store information about me; | know how to respond
appropriately and whe | can ask if | am not sure.

| know what the digital age of consent is and the impact
this has on enline services asking for consent.

When searching on the internet for content to use, | can
explain why | need to consider who owns it and whether |
have the right to reuse it.

| can give some simple examples of content which | must
not use without permission from the owner, e.g. videos,
music, images.
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*Self-image and identity - This strand explores the
differences between online and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. |t identifies
effective routes for reporting and support and explares the
impact of online technologies on self-image and behaviour.

*QOnline relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers opportunities to discuss relationships and
behaviours that may lead to harm and how positive online
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online information
to make judgements. It offers opportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology's capacity to create effective

positive profiles.

*Online bullying - This strand explores bullying and
other online aggression and how technology impacts those
issues. It offers strategies for effective reperting and
interventicn and considers how bullying and other
aggressive behaviour relates to legislation.

| can explain how identity online can be copied, modified
or altered.

| can demonstrate how to make responsible choices about
having an enline identity, depending on context.

| can give examples of technology-specific forms of
communication (e.g. emojis, memes and GIFs).

| can explain that there are some people | communicate
with online who may want to do me or my friends harm. |
can recognise that this is not my / our fault.

| can describe some of the ways people may be involved in
online communities and describe how they might
collaborate constructively with others and make positive
contributions. (e.g. gaming communities or social media
groups).

| can explain how someone can gt help if they are having
problems and identify when to tell a trusted adult.

| can demonstrate how to support others (including those
who are having difficulties) online.

| can search for information about an individual online and
summarise the information found.

| can describe ways that information about anyone online
can be used by others to make judgments about an
individual and why these may be incorrect.

| can recognise online bullying can be different to bullying
im the physical world and can describe some of those
differences.

| can describe how what one person perceives as playful
joking and teasing (including ‘banter’) might be
experienced by others as bullying.

| can explain how anyone can get help if they are being
bullied online and identify when to tell a trusted adult.

| can identify a range of ways to report concerns and
access support both in school and at home about online
bullying.

| can explain how to block abusive users.
| can describe the helpline services which can help people

experiencing bullying, and how to access them [e.g.
Childline or The Mix).

Managing online information - This strand explores
how online information is found, viewed and interpreted.

It offers strategies for effective searching, critical
evaluation and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technology has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by online
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how
persenal online information can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. It explores
strategies for protecting personal content and crediting the:
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can explain the benefits and limitations of using different
types of search technologies e g. voice-activation search
engine. | can explain how some technology can limit the
information | aim presented with e g. voice-activated
searching giving one result.

| can explain what is meant by ‘being sceptical’; | can give
examples of when and why it is important to be ‘sceptical’.

| can evaluate digital content and can explain how to make
cheices about what is trustworthy e.g. differentiating
between adverts and search results.

| can explain key concepts including:
information, reviews, fact, opinion, belief, validity,
reliability and evidence.

| can identify ways the internet can draw us to information
for different agendas, e.g. website notifications, pop-ups,
targeted ads.

| can describe ways technelogy can affect health and well-
being both positively (2_g. mindfulness apps) and
negatively.

| can describe some strategies, tips or advice to promote
health and well-being with regards to technology.

| recognise the benefits and risks of accessing information
gbout health and well-being online and how we should
balance this with talking to trusted adults and
professionals.

| can explain how and why some apps and games may
request or take payment for additional content (e.g. in-app
purchases, lootboxes) and explain the importance of
seeking permission from a trusted adult before purchasing.

| can explain what a strong password is and demonstrate
how to create one.

| can explain how many free apps or services may read and
share private information (e_g. friends, contacts, likes,
images, videos, voice, messages, geolocation) with others.

| can explain what app permissions are and can give some
examples.

I can assess and justify when it is acceptable to use the
work of others.

| can give examples of content that is permitted to be
reused and know how this content can be found online.
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| can describe ways of identifying when online content has
been commercially spensored or boosted, (e.g. by
commercial companies or by vioggers, content creators,
influencers).

| can explain what is meant by the term ‘sterectype’, how
‘stereotypes’ are amplified and reinforced online, and why
accepting ‘stereotypes’ may influence how people think
about athers.

| can describe how fake news may affect someone’s
emections and behaviour, and explain why this may be
harmful.

| can explain what is meant by a “hoax’. | can explain why
someone would need to think carefully before they share.
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*Self-image and identity - This strand explores the
differences between online and offline identity beginning
with self-awareness, shaping online identities and how
media impacts on gender and stereotypes. [tidentifies
effective routes for reporting and support and explores the
impact of online technologies on self-image and behaviour.

*0Online relationships - This strand explores how
technology shapes communication styles and identifies
strategies for positive relationships in online communities.
It offers opportunities to discuss relationships and
behaviours that may lead to harm and how positive onling
interaction can empower and amplify voice.

Online reputation - This strand explores the concept
of reputation and how others may use online infermation
to make judgements. |t offers opportunities to develop
strategies to manage personal digital content effectively
and capitalise on technology’s capacity to create effective

positive profiles.

*Online bullying - This strand expleres bullying and
other online aggression and how technology impacts those
issues. |t offers strategies for effective reporting and
intervention and considers how bullying and other
aggressive behaviour relates to legislation.

| can identify and critically evaluate online content relating
to gender, race, religion, disability, culture and other
groups, and explain why it is important to challenge and
reject inappropriate representations online.

| can describe issues online that could make anyone feel
sad, worried, uncomfortable or frightened. | know and can
give examples of how to get help, both on and offline.

| can explain the impertance of asking until | get the help
needed.

| can explain how sharing something enline may have an
impact either positively or negatively.

| can describe how to be kind and show respect for others
online including the importance of respecting boundaries
regarding what is shared about them online and how to
support them if others do not.

| can describe how things shared privately online can have
unintended conseguences for others. e.g. screen-grabs.

| can explain that taking or sharing inappropriate images of
someone (e.g. embarrassing images), even if they say it is
okay, may have an impact for the sharer and others; and
who can help if someone is worried about this.

| can explain the ways in which anyone can develop a
positive online reputation.

| can explain strategies anyone can use to protect their
“digital personality’ and online reputation, including
degrees of anonymity.

| can describe how to capture bullying content as evidence
(e.g screen-grab, URL, profile) to share with others who
can help me.

| can explain how someone would report enline bullying in
different contexts.

Managing online information - This strand explores
how online information is found, viewed and interpreted.

It offers strategies for effective searching, critical
evaluaticn and ethical publishing.

*Health, Well-being and lifestyle - This strand
explores the impact that technology has on health, well-
being and lifestyle. It also includes understanding negative
behaviours and issues amplified and sustained by enline
technologies and the strategies for dealing with them.

Privacy and security - This strand explores how

e | online info can be used, stored, processed
and shared. It offers both behavioural and technical
strategies to limit impact on privacy and protect data and
systems against compromise.

Copyright and ownership - This strand explores the
concept of ownership of online content. It explores
strategies for protecting personal content and crediting the
rights of others as well as addressing potential
consequences of illegal access, download and distribution.

| can explain how search engines work and how results are
selected and ranked.

| can explain how to use search technologies effectively.

| can describe how some online infermation can be opinion
and can offer examples.

| can explain how and why some people may present
‘opinions’ as ‘facts’;

why the popularity of an opinion or the personalities of
those promoting it does not necessarily make it true, fair
or perhaps even legal.

| can define the terms ‘influence’, ‘manipulation’ and
‘persuasion” and explain how someone might encounter
these online (e.g. advertising and ‘ad targeting’ and
targeting for fake news).

| understand the concept of persuasive design and how it
can be used to influences peoples’ choices.

| can demonstrate how to analyse and evaluate the validity
of facts’ and information and | can explain why using these

| can describe common systems that regulate age-related
content (e.g. PEGI, BBFC, parental warnings) and describe
their purpase.

| recognise and can discuss the pressures that technology
can place on someone and how / when they could manage
this.

| can recognise features of persuasive design and how they
are used to keep users engaged (current and future use).

| can assess and action different strategies to limit the
impact of technology on health (e.g. night-shift mode,
regular breaks, correct posture, sleep, diet and exercise).

| can describe effective ways people can manage
passwords (e.g. storing them securely or saving them in
the browser).

| can explain what to do if a password is shared, lost or
stolen.

| can describe how and why people should keep their
software and apps up to date, e_g. autc updates.

| can describe simple ways to increase privacy on apps and
services that provide privacy settings.

| can describe ways in which seme online content targets
people to gain money or information illegally; | can
describe strategies to help me identify such content (e.g.
scams, phishing).

| know that online services have terms and conditions that
govern their use.

| can demonstrate the use of search tools to find and
access online content which can be reused by others.

| can demonstrate how to make references to and
acknowledge sources | have used from the internet.

str are important.
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| can explain how companies and news providers target
people with online news stories they are more likely to
engage with and how to recognise this.

| can describe the difference between on-line
misinformation and dis-information.

| can explain why information that is on a large number of
sites may still be inaccurate or untrue. | can assess how this
might happen [2.g. the sharing of misinformation or
disinformation).

| can identify, flag and report inappropriate content.
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